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1
Decision/action requested

Based on the observation made in this document, propose to agree on the solution presented in the CR S3-221772
2
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3
Rationale

In TS 33.535 3GPP has defined the AKMA mechanism, which allows to establish a UE and an Application (called AF) a shared secret key (called KAF) which can be used for session establishment.

4
Detailed proposals
4.1
Background of the problem

In the 5GC Service Based Architecture (SBA), the operator of the 5GC can authorize what NF service consumers (NFc) can do, i.e., which services they are permitted to invoke from other NF service producers (NFp). 

An NFc may subscribe to an NFp to be notified about certain events detected by the NFp. NFc does so by creating an event subscription to the NFp. When the subscription is created, NFp sends event notifications to the subscribed NFc when the subscribed events occur. 

Per existing 3GPP specifications, during an inter-AMF mobility of a UE, the subscriptions that were created in the source AMF are moved with the UE context to the target AMF, and the target AMF continues reporting the subscribed events to the NFc.
For example, NFc (e.g. UDM or NEF, NWDAF, etc) created subscription objects at the AMF are stored in UEContext and that is transferred from AMF1(e.g. PLMN1 or Region 1 of HPLMN) to AMF2 (e.g. PLMN2 or Region 2 of HPLMN).

As per TS 29.518, section Table 6.1.6.2.25-1: Definition of type UeContext defines:
	Attribute name
	Data type
	P
	Cardinality
	Description

	Event
SubscriptionList
	array(ExtAmfEvent
Subscription)
	C
	1..N
	This IE shall be present if available and if it is not case b) specified in clause 5.2.2.2.1.1 step 2a. When present, it shall indicate the event subscription(s) targeting the UE or the group the UE is part of.
 If the source AMF supports binding procedures and if it received binding indications for event notifications (i.e. with "callback" scope) or for subscription change event notifications (i.e. with "subscription-events" scope) for certain subscriptions, these binding indications should also be included.
 If the source AMF knows the NF type of the NF that created the subscription, this information should also be indicated.
 


Similarly, NWDAF to NWDAF context transfer is also defined in TS 23.288[2], section 6.1b.

4.2 Authorization issue in the inter AMF mobility
Existing 3GPP procedures lack the means to check whether subscriptions created at a source NF (e.g. source AMF) are authorised at a target NF (e.g., target AMF) upon inter-NF (e.g. inter-AMF) context transfer (e.g. inter-AMF mobility of a UE). This can result in the target NF sending notifications to the NFc that are not permitted by the operator. 

This is exemplified below.
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NFc (e.g., AF via NEF or any other NF) creates a subscription at AMF-A. NFc obtains an authorization token to consume the AMF-A service and provides the token to AMF-A certifying that NFc is authorised to subscribe to the requested events to AMF-A and that, accordingly, AMF-A is authorised to send event notification (data) to NFc. An example use case may be an advertising company that wants to push some data to UE by asking AMF to notify UE location change. If UE moves from AMF-A/PLMN-A to AMF-B/PLMN-B, all NFc(s) subscriptions are also transferred from AMF-A to AMF-B as a part of UE context transfer. 

As per existing 3GPP specifications, AMF-B proceeds with sending notifications to NFc. However, it can be so that the operator (of AMF-B) does not authorise NFc to create a subscription/receive notification from AMF-B. Thus, there is a gap in AMF-to-AMF mobility with regard to authorization, which applies equally to intra PLMN handovers where the access token is per target NFp Instance id or target NFp Set.
Observation 1: The cause of the identified authorization gap is that the target AMF simply relies on the source AMF and there is no authorization check done at the target AMF.

Observation 2: If the target AMF can perform the authorization check, what will happen if authorization fails at the target AMF? Is there a way that source NF can be reauthorized at the target AMF so that subscriptions are maintained at the target AMF? There can be an argument that lets the target AMF remove the subscription and the source NFc can resubscribe to the target AMF. But in this approach, NFc will not be able to get data during the period in between unsubscribe and subscription.

4.2 Authorization issue in the inter NWDAF mobility

This problem also applicable to the NWDAF-to-NWDAF mobility where subscription created at the NWDAF1 are transferred to NWADAF2 as a part of context transfer. 

[image: image2.emf] 

NF_ C   (Consumer)  

NWDAF A   (Producer)     Producer  

Subscribe  

Trans fer  

NW DAF B  


Please refer to the TS 23.288[2], section 6.1b.
Observation: Please refer to observation 1 and observation 2.
4.2 Proposed solution

Proposed solution covers the scenario of authorization when subscriptions are transferred from source NF to target NF as a part of mobility, i.e. AMF to AMF mobility and/or NWDAF to NWDAF mobility. 
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Figure 4.2-1: Service access authorization in NF-to-NF mobility procedure
1-2:
The NF Service Consumer creates a subscription at the NF1/PLMN1, with an access token. The source NF stores the authorization scope granted for the subsciption.

3-4:
Later on, UE moves from NF1 to NF, so all subscription events are transferred from NF1 to NF2 along with, for each subscription, its authorization scope, where the authorization scope corresponds to the scope of the access token received within the subscription request.

5:
NF2 shall perform the check on all the subscriptions and their corresponding authorization scope. 

E.g., an authorization scope was granted for a given NF set (of NF SET 1). NF2 checks the authorization scope, and if required (e.g., NF2 does not pertain to NF SET1, i.e., to the NF set for which the authorization had been granted). The NF2 then allows or rejects the subscription (see further steps).
6:
If the authorization scope of the token that was initially granted for the subscription creation does no longer match the target NF (e.g. different NF set, NF instance) or the target NF cannot validate the token (e.g. different PLMN), then the target NF2 sends event notifications to NFc informing of the new subscription Id with a new flag indicating that the subscription is pending for authorization. The NF2 shall then refrain from sending event notifications to NFc before the respective subscriptions get authorized for the NF2.

7-8:
If the NFc decides to continue with the subscription, then NFc needs to get a new access authorization token from the NRF with an authorization scope matching the required conditions for NF2 to proceed with the event subscription and sends a subscription update request to NF2 with the new access token.
If the NFc can decide not to pursue the subscription, it should rather cancel the subscription explicitly. 
9-11: If the new token authorization is successful, then the NF2 will mark the subscription authorization as completed. Any pending data notification can now be sent by NF2 to NFc.

3
Conclusions and proposals
Based on observation presented in this paper, we are proposing to agree on the S3-221772 CR.
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